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BY SIMON HENSWORTH?*

High tech electronic
systems are vital support
elements of every
organisation’s security
procedures. But while
alarms, access control
and video surveillance
are vital security tools,
they must be used
properly and maintained
regularly if they're to
perform at their best.

HERE is no doubt that electronic security
such as CCTYV, access control and intruder
detection, continues to play an ever-
increasing role in security. Security relies
less and less on manpower as these technologies
improve and become more widely accessible and
user friendly. However, even the greatest security
technologies can fall short if they are not given
the proper support in the form of policies &
procedures, security awareness, maintenance and
supporting equipment and infrastructure.

ACCESS CONTROL CARDS
Swipe cards used for access control are an
important part of the access control system, used
to segregate areas and authorise access. However,
what happens when a swipe card is lost? If an
organisation’s staff do not have an appropriate
awareness and appreciation of security they may
not take the necessary actions to ensure that
lost cards are reported and deactivated so they
cannot be used by unauthorised individuals. If an
organisation does not have appropriate policies/
procedures in place it may be some time before
a card is disabled or denied access, potentially
allowing an opportunistic intruder to gain access
to controlled areas.

Another common issue with swipe access
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cards is that there is a trend toward using swipe
cards for a double-purpose - they may be used as
identification cards. Some cards have the owner’s
photograph, company, and even company location
or site printed on them. It is important to carefully
consider what information is included on ID/swipe
cards. For example, having names printed on ID/
swipe cards may not be appropriate for bank tellers
or similar customer-oriented personnel who may
be at risk of harassment, violence or blackmail by
customers who can easily identify an individual by
name. Similarly, it may not be appropriate to put
information on an ID/swipe card that describes or
infers where the card is from. If a card is lost or
dropped, information on the card could assist an
opportunistic intruder locate the site where the
card can be used.

ACCESS CONTROL

There are a number of issues that can affect the
success of an access control system if it lacks
proper policies and procedures, support by users,
or is designed poorly. Door propping can be an
issue for access-controlled doors. In the absence of
DOTL alarms (door open too long), if procedures



