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COVER REPORT: CYBER WARS

CYBER CRIMINALS have 

adopted a new stealth mode 

— the fileless attack — which 

is often missed by traditional 

security tools. Government 

and business concerns are 

now driving a push to co-

ordinate the joint skills of 

specialist firms emerging to 

challenge the perpetrators of 

new-age cyber damage and 

data theft.  

  Solutions being developed 

in the United States, Israel 

and India are leading the way, 

but few legacy cyber security 

providers are venturing 

into new areas of cyber 

security and data protection. 

Meanwhile, cyber attacks 

grow exponentially . . .

Reshaping the 
cyber security 

value chain
U.S., Israel, India leading the fight as cyber havoc costs soar

CYBER ATTACKS on critical infrastructure 
are multiplying, and are now one of the top two 
or three priorities that CEOs know they must 
deal with, says Kumar Parakala, Global Digital 
Leader of the diversified professional services 
company, GHD.

He says the rate of growth of cyber threats has 
been exponential — a seven-fold increase in two 
years. And the costs are escalating. 

Lloyds, in a joint report with Cyence, a leading 
cyber risk analytics modelling firm, estimates 
that the impact of a major global cyber-attack 
has the potential to trigger US$53 billion in 
economic losses.

That is roughly the equivalent of a catastrophic 
natural disaster like 2012’s Superstorm Sandy.

“A serious global cyber-attack — on 
predominantly businesses, government agencies 
and some individuals — is anticipated to cause 
that level of havoc, Parakala told ATI.

Some expect global cyber-crime damage to 
reach US$6 trillion annually by 2021 — up from 
US$3 trillion in 2015.

And spending on cyber security could exceed 
US$1 trillion from 2017-2021. The rising tide 
of cyber-crime pushed information security  

(a subset of cybersecurity) spending alone to 
more than US$86.4 billion in 2017, according to 
the research and advisory group, Gartner.

The skills set has been unable to keep up, 
with the number of unfilled cyber-security jobs 
predicted to reach 3.5 million by 2021.

The new danger across business and critical 
infrastructure comes from what are known as 
fileless attacks — zero-footprint, macro or non-
malware attacks that do not need to install new 
software on a user’s computer. So anti-virus 
tools are more likely to miss them.

“The issue today is that no-one can actually 
guarantee to protect themselves from an 
attack — there is no 100 per cent foolproof 
way of protecting assets from cyber criminals,” 
Parakala says.     

“Even governments and government agencies 
— including defence — have been attacked and 
have had to face consequences.

“Therefore, the view of the business 
community and the public in general is that, 
if the Government itself can be attacked, and 
other cyber-related breaches are happening, the 
likelihood of Government protecting businesses 
is not that great.

“Yes, the government has resources and can 
probably help, but businesses have come to 
realise that they need to be working as hard as 
the government — if not more so — to protect 
their assets.” 
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Parakala says some governments are taking the 
issue seriously. These include Australia, which 
has appointed a Cyber Security Minister and 
a Special Advisor on Cyber Security. Australia 
has also committed funds to a cyber security 
initiative which he believes will encourage firms 
to share information. 

Australia, he says, wants the private sector 
to work with the government in developing 
deterrents to cyber criminals.

Singapore, he says, is “fairly advanced” in the 
new cyber protection technologies, and would 
rate as one of the top Asian nations in terms 
of having implemented a framework that is “as 
secure as it can get”.

China is doing a lot in cyber 
security “which is probably 
not available for public 
viewing”, mainly in Shenzhen, 
but in Government-sponsored 
agencies scattered at multiple 
sites around China as well. 

“Japan,” he says, “is doing 
some outstanding work in 
control systems and industrial 
automation systems, because 
the convergence of IT and OT 
(operating technologies) is 
creating a much higher level 
of risk for critical industries 
like power and water plants.

“Protecting environments 
that are based on those 
converging technologies requires new ways of 
addressing issues.”

Parakala says a core problem is legacy systems 
which have not been updated for a long time. 
“Governments are working with companies like 
us to develop more robust systems.”

Cybercrime, he says, is now a business 
continuity issue — not an IT issue. 

“Many CEOs are still somehow delegating 
responsibility to their IT people, and it is 
often very late when they come to realise that 
breaches have occurred, and that they should 
have taken greater overall responsibility for 
digital protection.

“The other challenge we have seen in the 
recent past is data theft — significant breaches 
of secure data.

“Again, that has been dampening the 
confidence of consumers as well as those 
government agencies that have come under 
attack.”

Parakala says the cost of cyber security in a 
bank or financial institution is likely to be high, 
in a water utility, less so.

“How much you should spend on cyber 
security varies from industry to industry, but 
the reality is that, for each industry to create 
solutions that are going to work, they will need 
to involve a consortium of different specialist 
cyber security companies who all excel in 

various areas. These specialist companies need 
to come together, to be co-ordinated to deliver 
the whole. No-one is doing that right now.

“At GHD, we are bringing in some of the 
best-of-breed companies because today’s cyber 
security problems are so complex.

“If you look at the cyber security value chain, 
there are various elements to it. What we 
are saying is that no single company can do 
everything, so we need to co-ordinate different 
industries with different parts of the cyber 
protection value chain.

“You might have a testing requirement that 
one company can handle. You may need a 
solutions definition company. You may need 

another company to monitor.
“Bringing all that together is 

the best way to deliver value 
in the digital eco-system. No 
one company will have the 
capacity to deliver.”

Parakala says many 
companies are involved in 
cyber security, but very few 
are venturing into new and 
emerging areas because so few 
know how to solve emerging 
issues.

“The skills issue is big,” he 
says. “There are lots of legacy 
security companies where 
people claim they know what 
they are doing, but they just do 

what everybody else does.
“There is a huge need and demand for new-age 

cyber security businesses, and we are not seeing 
as many as we should.”

GHD announced recently that it had 
partnered with California-based Virsec, which 
has embraced a radically different approach to 
protection against advanced cyber-attack. 

Virsec has developed solutions which detect 
fileless attacks.

Parakala says American companies are leading 
in new detection techniques and protection, 
with strong support from players in countries 
like Israel and India. “Israel has some leading-
edge stuff,” he says.

“What is available for China in the commercial 
domain has been relatively unclear. But we do 
believe China has significant expertise and 
significant capability to offer the business world.

“A number of initiatives in China are in 
progress. China has done a tremendous amount 
of work in creating smart cities in various parts 
of the country, and they will be wanting to 
provide cyber protection for those cities.”

But he says China is seen as a dominant player in 
hardware, not a big player in IT services, a sector 
that has traditionally been the forte of Indian 
companies — “that is how they built a US$150 
billion business out of IT in the past 20 years”.
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The issue today is that no-one can actually 
guarantee to protect themselves from an attack 
– there is no 100 per cent foolproof way of 
protecting assets from cyber criminals.

Kumar Parakala – Cybercrime is  
a business continuity issue.
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of work in creating smart cities in various 
parts of the country, and they will be wanting to 
provide cyber protection for those cities.”

But he says China is seen as a dominant player in 
hardware, not a big player in IT services, a sector 
that has traditionally been the forte of Indian 
companies — “that is how they built a US$150 
billion business out of IT in the past 20 years”.

Looking ahead, he says a lot of cyber security 
services will come out of India rather than 
China. But he warns that companies thinking 
they can simply outsource their cyber security 
and cease to worry employ “the wrong thinking”.

“You can outsource your business, but you 
cannot outsource your risk,” he says. “And 
organisations that outsource have an equal 
responsibility to ensure that the chosen 
companies have the right kind of measures in 
place to avoid ‘inside’ security breaches. 

“That includes the Australian Department of 
Defence, which outsourced. Cyber criminals 
stole secrets in relation to F35 fighter flights 
through systems the contractor was using.

“Again, we have heard of some major breaches 
involving data theft in India. The good side of 
it is that, when breaches happen, outsourced 
companies act immediately to do whatever 
is possible because, otherwise, it affects their 
business position.

“So I am less worried about outsourced 
companies doing what they need to do — I am 
more worried about whether businesses have 
a wholistic framework to deal with situations, 
cyber security threats and issues.

“CEOs need to make sure they have what 
we call a digital eco-system around their 
organisation that they can leverage in case of 
issues and challenges.”

Two sides of the coin...
KUMAR PARAKALA spent 15 years with 
KPMG, largely in the IT consulting space, 
including four years (2009-13) based in 
India, as KPMG’s Managing Partner and 
Head of Technology Advisory, Europe, 
Middle East, Africa and India.

He was Head of Digital Consulting for 
KPMG Australia from 2013-15 before 
launching Technova, a niche advisory 
firm specialising in digital transformation 
solutions.

GHD acquired Technova in 2017, with 
Parakala appointed GHD’s Global Digital 
Leader. Today, the GHD Digital team has 
almost 500 employees globally.

Parakala says today’s business leaders want 
to know how they can use digital solutions 
to better service their customers — and 
remain in business. 

“Because what digital disruption has 
proven is that you don’t need to own assets 
to be delivering services, he says. “You can 
be selling power without owning a power 
company, selling water without owning a 
water company.

“We’ve seen examples in other industries 
— Apple sells music but does not own music 
or product music; Uber has taxis but does 
not own taxis; AirBnB has disrupted the 
hotel industry, but does not have any hotels; 
Facebook has disrupted telecoms and other 
media industries but does not have any 

media companies. 
“So that is the trend, and if you extrapolate 

that trend, where might it lead? Often the 
word ‘digital’ has a connotation that it is 
related just to technology.

“But at GHD we are very conscious that 
technology is pervasive. The reality is that 
technology is actually permanently altering 
the ways industries operate.

“The fourth industrial revolution started in 
2016 when the CEOs at Davos agreed that 
technology was becoming very disruptive 
and basically was going to alter all industries.

“So we became very fearful of the impact 
that technology was going to have, and that 
was coming out of a range of industries that 
had already been seriously disrupted — from 
transportation down.”

Parakala says GHD Digital focusses on 
helping clients deal with digital disruption 
to their business. At the same time, GHD is 
transforming its own business internally.

“We call it two sides of the coin,” he says. 
“The first side is where we help clients 
transition and transform their businesses 
into the digital era.

“In that process, we transition our own 
business to the digital era, so there is a very 
heavy focus on helping clients but at the 
same time also changing the way we deliver 
services and the way we operate.”
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